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The information or recommendations contained herein are provided "AS IS" and intended for 
informational purposes only and should not be relied upon for operational, marketing, legal, technical, 
tax, financial or other advice. When implementing any new strategy or practice, you should consult 
with your legal counsel to determine what laws and regulations may apply to your specific 
circumstances. The actual costs, savings and benefits of any recommendations or programs may vary 
based upon your specific business needs and program requirements. By their nature, 
recommendations are not guarantees of future performance or results and are subject to risks, 
uncertainties and assumptions that are difficult to predict or quantify. Assumptions were made by us 
in light of our experience and our perceptions of historical trends, current conditions and expected 
future developments and other factors that we believe are appropriate under the circumstance. 
Recommendations are subject to risks and uncertainties, which may cause actual and future results 
and trends to differ materially from the assumptions or recommendations. Visa is not responsible for 
your use of the information contained herein (including errors, omissions, inaccuracy or non-
timeliness of any kind) or any assumptions or conclusions you might draw from its use. Visa makes no 
warranty, express or implied, and explicitly disclaims the warranties of merchantability and fitness for a 
particular purpose, any warranty of non-infringement of any third party's intellectual property rights, 
any warranty that the information will meet the requirements of a client, or any warranty that the 
information is updated and will be error free. To the extent permitted by applicable law, Visa shall not 
be liable to a client or any third party for any damages under any theory of law, including, without 
limitation, any special, consequential, incidental or punitive damages, nor any damages for loss of 
business profits, business interruption, loss of business information, or other monetary loss, even if 
advised of the possibility of such damages.

Disclaimer

Visa Public
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Agenda

ÅAccount Data Compromise Trends

ÅNEW: Visa What To Do If Compromised Version 5.0

ÅInvestigations Overview / Mitigation and Detection Strategies

ÅAgent Programs: Integrators and Resellers & Franchisee 

Servicers

ÅUpcoming Events and Resources

Visa Public
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Account Data Compromise Trends

Craig Johnson

Fraud and Breach Investigations

Visa Public
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Trends in Data Compromises

ÅCriminals are launching more sophisticated attacks 

targeting merchants and agents with a focus on Integrator 

Resellers (IRõs)

Visa Public
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Recent Increase in Ecommerce Breaches
J
a

n
-1

4

F
e
b

-1
4

M
a

r-
1
4

A
p

r-
1
4

M
a

y
-1

4

J
u

n
-1

4

J
u

l-
1

4

A
u

g
-1

4

S
e

p
-1

4

O
c
t-

1
4

N
o

v
-1

4

D
e
c
-1

4

J
a

n
-1

5

F
e
b

-1
5

M
a

r-
1
5

A
p

r-
1
5

M
a

y
-1

5

J
u

n
-1

5

J
u

l-
1

5

A
u

g
-1

5

S
e

p
-1

5

O
c
t-

1
5

N
o

v
-1

5

D
e
c
-1

5

J
a

n
-1

6

F
e
b

-1
6

M
a

r-
1
6

A
p

r-
1
6

M
a

y
-1

6

J
u

n
-1

6

J
u

l-
1

6

A
u

g
-1

6

Brick & Mortar eCommerce

Global CAMS Alerts by Entity Type

Source: Compromised Account Management System (CAMS) ðOriginal ôICõ and ôPAõ Alerts, Visa Account Bulletin (EU)

*YTD through August
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Small Merchants Targeted Through 
Integrators / Resellers

Entity Type
2014 2015 2016*

% % %

V
is

a
 I
n
c
.

Level 1 1% <1% 0%

Level 2 1% <1% 1%

Level 3 4% 5% 13%

Level 4 93% 91% 84%

Agent 1% 3% 2%

Total 100% 100% 100%

Breach Events by Merchant Level 

Breach Events by Integrator Resellers (I/R) 

Source: Compromised Account Management System (CAMS); Fraud Incident Tracking (FIT), 

*YTD through August

2014 (Jun - Dec) 2015 *2016

IR Accounts
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Top Market Segments (MCC) Targeted

* Market Segment based on Acceptance Solutions MCC óMarket Segmentó category

Source: Compromised Account Management System (CAMS) ðOriginal òICó and òPAó Alerts

*YTD through August 2016

ÅRestaurants and retailers continue to be the two leading market segments through the first 

six months of 2016

Å Integrators and resellers implementing insecure remote access and poor credential 

management are targeted by hackers
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Criminals are targeting mag stripe data

ÅCriminals are shifting their attacks to 

skimming

ÅIncrease in report skimming attacks in 

the news

ÅCriminals are targeting:

ðSelf-checkout terminals

ðAutomated fuel dispensers

ðWhite-label ATMs

ÅIncreasing in sophistication of attacks 

and technology

ÅAll stores targeted ðregardless if they are 

100% EMV enabled

ÅOverlays

ð3D printers leveraged by criminals

ðPlaced in seconds not minutes as 

with physical swaps

ðEasier to deploy in large numbers

Rise in Skimming Attacks

Visa Public


